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abstract. A type flaw attack on a security protocol is an attack where a field in a
message that was originally intended to have one type is subsequently interpreted as
having another type. Heather et al. proves that type flaw attacks can be prevented
with the technique of tagging each field with the information that indicates its intended
type. We simplify Heather et al.’s tagging scheme by combining all the tags inside each
encrypted component into a single tag and by omitting the tags on the outmost level.
The simplification reduces the sizes of messages in the security protocol. We also
formally prove our simplified tagging scheme is as secure as Heather et al.’s with the
strand space method. Note that Heather et al.’s tagging scheme and our simplified
tagging are applicable to, not just one protocol, but a variety of security protocols.
keywords: network security, security protocol, type flaw, strand space, tagging

1 Introduction

A type flaw attack on a security protocol is an attack where a field of a message that
was originally intended to have one type is subsequently interpreted as having another
type [3]. For example, consider the Neuman-Stubblebine protocol[7]. (A pair of curly
brackets with a suitable superscript and /or a subscript means encryption. Items in the
same components are separated with commas.)

Initial exchange

Msg 1.A — B: A, N,

Msg 2.B — S : B,{A, Na, Tv } Shared(B,s)s Vb

Msg 3.5 — A {B, Na, Kap, To} Shared(A,5)> 145 Kabs Tb } shared(B,5)s Vo

Msg 4.A— B: {Aa Kaba Tb}Shared(B,S)a {Nb}kab

Subsequent authentication

Msg 54— B: Nclw {A’ Kap, Tb}Shared(B,S)

Msg 6.B — A: N,,{N,} k.,

Msg 7.A — B : {N,}x,,

In [1], Carlsen describes a type flaw attack on the Neuman-Stubblebine protocol. The
attack is shown below, where P, denotes the penetrator which masquerades as the principal
xZ.

Msg 1.P, — B: A, Np
Msg 2.B — PS : B, {A, Np, Tb}Shared(B,S)v Nb
Msg 4.F, — B : {A, Np, Tb}Shared(B,S)7 {Nb}NP
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In the attack, the two penetrators P, and P; (which could possibly be the same attacker)
collaborate to cheat B. B will decode message 4 with the secret key Shared(B, S) shared by
B and the real server S to obtain Np, which B is fooled to believe to be the secret session
key between B and A. Once the protocol for the initial exchange is compromised, subsequent
authenticationcan be attacked in a trivial manner.

Heather et al.[3] proves that type flaw attacks can be prevented with the technique of
tagging each field with its intended type. For example, message 4 would then become:

Msg 4 (Heather et al.’s tagging scheme). A — B : ({|agent, key, timestamp|}shered,
{(agent, A), (key, Kg), (timestamp, Ty,) SS}]L”LCZIZ'ES%(B,S))’ ({|n0nce|}5hared,{(nonce,Nb) %‘i’"ed)

Here, {|agent, key, timestamp|}*"7e?, agent, key, timestamp, {|nonce|}*"* ¢, and nonce
are all added tags.

In this paper, we simplify the tagging scheme by combining all the tags inside each en-
crypted component into a single tag and by omitting the tags on the outmost level. For
example, message 4 would then become:

Msg 4 (Our simplified tagging scheme). A — B :

({(agent, key, timestamp), (A, Kq, Tb)}ss}%zeecfl(B,S)v {(nonce, Nb)}%ﬁred)

Note that, in our simplified tagging scheme, the outmost-level tags—

{|agent, key, timestamp|}*"*r¢d and {|nonce|}*"*7 ¢ —are omitted. Furthermore, the three
tags insides the encrypted component—agent, key and timestamp—are combined into a
single tag —(agent, key, timestamp). Because in a security protocol, the kinds of all possible
tags are very limited, the combined tag can be represented with a single, small integer.

Following Heather-Lowe-Schneider’s proof method [3] (which will be referred to as the
HLS-scheme in this paper), we also proved that our simplified tagging scheme is as secure
as the HLS-scheme. The proofs proceed in two stages. In the first stage, we first define
an A-scheme in which all tags inside each encrypted component are combined into a single
tag. We show that the A-scheme is as secure as the HLS-scheme. In the second stage, the
A-scheme is further simplified. We define a B-scheme in which the outmost-level tags are
omitted in addition to the simplifications made in the A-scheme. We then show that the
B-scheme is as secure as the A-scheme. We then conclude that the B-scheme, our simplified
tagging scheme, is as secure as Heather et al.’s (full) tagging scheme.

Since we adopt the same model and proof techniques of [2, 3], the definitions in this paper
(in Sections 3, 4, and 5) are adapted from the above references, with necessary modifications
to reflect our simplified tagging scheme. We provide these definitions in order to facilitate
the reader to understand our proofs given later.

Attacks based on type flaws are quite common in security protocols. Meadows [5] also
discusses a similar type flaw attack on the Needham-Schroder protocol [6]. The Woo-Lam
protocol 7 [9] is also subject to a type flaw attack [3].

The next two subsections introduces the Neuman-Stubblebine protocol [7] under Heather
et al.’s and our B tagging schemes. Section 2 defines the A-scheme and shows that the A-
scheme is as secure as the HLS-scheme. In Section 3, we define the B-scheme and show that
the B-scheme is as secure as the A-scheme. Section 4 concludes this paper.

1.1 The Neuman-Stubblebine Protocol Under the HLS Tag-
ging Scheme

Heather-Lowe-Schneider’s Tagging Scheme was introduced in [3]. Because the A-scheme and
the B-scheme, which are adapted from and similar to the HLS-scheme, will be defined later



in this paper, we will present the HLS-scheme informally with an example in this section.
Heather, Lowe, and Schneider [3] proves that type flaw attacks can be prevented with the
technique of tagging each field with the information that indicates its intended type. Here is
the modified Neuman-Stubblebine Protocol with the tags added:
Initial exchange
Msg 1.A — B : (agent, A), (nonce, Ng)
Msg 2.B — S : (agent, B),({|nonce, timestamp|}*hered,
{(nonce, N,), (timestamp, Tp) %CLL(ZZZ%I(B,S) ,(nonce, Ny)
Msg 3.5 — A: ({|agent, nonce, shared, timestamp|}*hered,
{(agent, B), (nonce, N,), (shared, Ky ),(timestamp, Ty) SS};L%TeCfi(A,S))’
({|agent, shared, timestamp|}shered,
{(agent, A), (shared, K), (timestamp, Tp) SS};L?;%(B,S))? (nonce, Ny)
Msg 4.A — B : ({|(agent, shared, timestamp)|}*hered,
{(agent, A), (shared, Ko), (timestamp, Ty) }2iored . o), ({nonce|}h7ed. { (nonce, Ny hhared)
Subsequent authentication
Msg 5.4 — B : (nonce, N,,), ({|(agent, shared, timestamp)|
{(agent, A), (shared, Kp), (timestamp, Tp) f@%ﬁee(?i(B,S))
Msg 6.B — A : (nonce, N),({|nonce|}*"*e? { (nonce, N;)}igfbmd)
Msg 7.A — B : ({|nonce|}*Mored, {(nonce,Nl;)}%ﬁred)

The above tagged protocol, though looked complicated, is obtained simply by adding a

}5har6d7

tag before every item. Removing these tags will result in the original Neuman-Stubblebine
protocol.

1.2 The Neuman-Stubblebine Protocol Under the B-scheme

For ease of comparison, we include the Neuman-Stubblebine protocol under the B-scheme in
this subsection.

Initial exchange

Msg 1.A— B: A, N,

Msg 2.B — S :B, {(agent, nonce, timestamp), (A, Nq, Tp) g};l‘;iee‘fi(as), N,

Msg 3.5 — A : {(agent,nonce, shared, timestamp),(B, N, Kavab)}g}iLf;Tecil(A,S)’
{(agent7 shm“ed, timeStamp)7(A7 Kab7 Tb)}Shared(B,S)7 Nb

Msg 4.A — B :{(agent, shared, timestamp),(A, Kap, Tv) } shared(B,s), 1(nonce, Nb)}Zﬁ’smd

Subsequent authentication

Msg 5.A — B :N:17 {(agent, shared, timestamp),(A, Kap, Tp) g};fgieecé(ﬂs)

Msg 6.B — A :N,, {(nonce,N(;)}%‘;’”ed

. ! hared
Msg 7.A — B .{(nonce,Nb)}‘}(;fe

2 The A-Scheme

In this subsection, we present the model that will be used to prove the first point—a protocol
under our simplified tagging scheme (but with the outmost-level tags) is as secure as that
under Heather et al.’s (full) tagging scheme. That is, if there is an attack upon a protocol
under the A-scheme, then there must exist a corresponding attack under the HLS-scheme.
This model is based on the strand space model of [2, 3, 7].



Our proof proceeds as follows. First we model the abilities of a penetrator with the
penetrator strands (to be discussed later in this section) in the A-scheme. Then we show
that every penetrator strand in the A-scheme corresponds to a penetrator strand in the HLS-
scheme. Hence, the A-scheme would not introduce any new security attacks that are not
present in the HLS-scheme.

Tags As in [3], we assume that atomic values are partitioned into types, including agent,
nonce, time-stamp, public key, etc., and we will adopt the obvious names for each tag.
The types of tags can be defined by:

Tag == agent | nonce | timestamp | public | ... | {|Tag*|}*

Tagged Facts We represent the tagged facts as (T'ags, Facts) pairs, where the tags give the
claimed types of the corresponding facts.

Fact == Atom | {TaggedFact} "

act

TaggedFact ::= Tag* x Fact*

Strand Templates As in [3], we use the strand templates to define roles in a protocol. A
strand template is defined as follows:

StrandTemplate = (Sign x TaggedTemplate)*
Sign = 4| —
TaggedTemplate = Tag* x Template”
Template == Var | Fn(Var®) | {TaggedTemplate};anplate

Definition. An honest strand is one that results from the application of a substitution
to a strand template.

Honest Strand Assumption. If the simple tagged fact (¢, f) originates on an honest
strand, then TopLevelWellTagged(t, f).

Penetrator Traces Following [1, 7], we assume that there are some set T' of simple facts
that the penetrator can produce and some set K, of keys that the penetrator has
available. Penetrator traces under the tagging scheme are exactly analogous to those
in [3], but with the modifications to the M, C, S and R traces.

A penetrator trace is one of the following M, F, T, C, S, K, E, D, and R strands.

M Text message < +(t, f) > for f € T.
The penetrator spontaneously generates a text message from the simple fact avail-
able to him/her. Note that the M strand only produces simple tagged facts and
non-simple tagged facts can be produced by concatenation.

F Flushing < —(ts, fs) >.

T Tee < —(ts, fs),+(ts, fs),+(ts, fs) >.

C Concatenation < —(ts1, fs1),...,—(tsk, fsk), +(ts1,.. . tSk, fS1,. .., fsk) >.
S Separation < —(t1,...,tk, f1,---, f&), +(t1, f1), -, + (ks fr) >



K Key < +(tk,k) > with WellTagged(tk,k) and k € K.
E Encryption < _(tk7 k)? _(t37 fs)a +<{|t8‘}tk7 {(t‘97 fs)}l;ﬂk) >

D Decryption < —(tk', k'), —({|ts|}**, {(ts, fs)}iF), +(ts, fs) >, where tk and tk are
tags representing inverse key types and k' is the decryption key corresponding to
k when they are considered as keys of types tk' and tk, respectively.

R Retagging < —(¢, f),+(t, f) >
Note that the R strand only applies to simple tagged facts. Non-simple tagged
facts can be retagged by separation, retagging particular components, and then
concatenation. All other penetrator traces do not interfere with the tags of their
messages.

We may transform arbitrary bundles (presumably the penetrator bundles) into well-tagged
bundles. We will show that, given a bundle C in the A-scheme, we can construct a corre-
sponding bundle ¢ in the HLS-scheme in which all terms are well-tagged.

Now we can prove our first result—if there is a type flaw attack on a protocol under
A-scheme, there is a type flaw attack under HLS-scheme. We will discuss secrecy and au-
thentication separately.

Theorem (Secrecy). Let temp be the strand template for some role in the A-scheme.
Let (t,v) be a tagged variable. Let h be a positive integer. Let Keys be a set of function
templates. Let C' be a bundle in the A-scheme and C" be the well-tagged bundle obtained
by transforming C. (Note that C’ is in the HLS-scheme.) If there is a failure of secrecy in
C, there will be a failure of secrecy in C' as well.

Theorem (Authentication). Let templ and temp2 be the templates for two roles in
the A-scheme. Let X be the set of variables in the templates. Let A1 and h2 be two positive
integers. Let Keys be a set of function templates. Let C be a bundle in the A-scheme and C
be a well-tagged bundle in the HLS-scheme obtained by transforming C'. If there is a failure
of authentication in C, there will be a failure of authentication in C" as well.

3 The B-Scheme

We may further transform a security protocol in the A-scheme into a corresponding protocol
in the B-scheme. The transformation is very similar to the one presented in the previous
section and is hence omitted for the sake of brevity.

We may prove a result for the B-schem similar to that for the A-scheme. Our result is
that, if there is a type flaw attack on a protocol under the B-scheme, there is a type flaw
attack under the A-scheme. We will discuss secrecy and authentication separately.

Theorem (Secrecy). Let temp be a template in the B-scheme and temp be the template
in the A-scheme for the same role. Let (¢, v) be a tagged variable. Let h be a positive integer.
Let Keys be a set of function templates. Let C' be a bundle in the B-scheme and C’ be a
tagged bundle (in the A-scheme) obtained by transforming C. If there is a failure of secrecy
in C, there will a failure of secrecy in C" as well.

Theorem (Authentication). Let templ and temp2 be the templates for two roles in
the B-scheme. Let templ and temp2 be the templates for the same roles in the A-scheme.
Let X be the set of variables in the templates. Let Al and h2 be two positive integers. Let
Keys be a set of function templates. Let C' be a bundle in the B-scheme and C” be a tagged



bundle (in the A-scheme) obtained by transforming C'. If there is a failure of authentication
in C, there will be a failure of authentication in C" as well.

4 Conclusion

Heather, Lowe, and Schneider show that adding tags to fields in security messages can prevent
type flaw attacks. We further simplified their scheme by combining and omitting certain tags.
The main contribution of our work is the insight that an attacker cannot fake the outmost-
level tags. The faked outmost-level tags will be detected by the real participants in a security
protocol. All type flaw attacks, if they ever occur, must be related to fields inside an encrypted
message in a security protocol.

Verification of security protocols is similar to verification of computer programs but the two
carry complementing emphases. While we hope a computer program does what it is intended
for, which is explicitly prescribed in the program’s text, the most important properties of a
security protocol is that it contains no hidden holes or weaknesses. These holes and weaknesses
are not explicitly mentioned or even imagined in the description of the behavior of a security
protocol.
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