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Abstract—Over the last few years, many researchers have paid a
lot of attention to the user authentication problem. However, to
date, there has been relatively little research suited for wireless
sensor networks. Recently, Wong et al. proposed a dynamic user
authentication scheme for WSNs that allows legitimate users to
query sensor data at every sensor node of the network. We show
that Wong et al.’s scheme is vulnerable to the replay and forgery
attacks and propose a lightweight dynamic user authentication
scheme for WSNs. The proposed scheme not only retains all the
advantages in Wong et al.’s scheme but also enhances its security
by withstanding the security weaknesses and allows legitimate
users to change their passwords freely. In comparison with the
previous scheme, our proposed scheme possesses many
advantages, including resistance of the replay and forgery attacks,
reduction of user’s password leakage risk, capability of
changeable password, and better efficiency.

Keywords-user authentication, wireless sensor networks, replay
and forgery attacks, password.

. INTRODUCTION

Wireless sensor network (WSN) consists of spatially
distributed sensors to cooperatively monitor environmental
conditions, such as temperature, humidity, pressure, maotion,
or vibration, at different locations. The collected data will be
presented to users either upon inquiries or upon event
detection. In general, most queries in WSN applications are
issued at the base stations or at the backend of the application
system. However, real-time data may no longer be accessed at
the based station or the gateway node only. They could be
accessed anywhere from a sensor node in an ad hoc manner.

For some applications, such as military surveillance, the
collected data is critical. Hence, security measures should be
taken to protect the collected secrets by preventing un-
authorized users from gaining the information. Over the last
few years, there has been a dramatic increase in the number of
publications on user authentication [1-7]. However, to date,
there has been relatively little research [8-10] suited for WSNs
due to the resource-constrained nature, such as limited
computation, battery power, and storage.

Recently, Wong et al. [10] proposed a dynamic user
authentication scheme for wireless sensor networks. The
proposed scheme comes with several advantages. First, it
allows legitimate users to query sensor data at any of the
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sensor nodes in an ad hoc manner. Second, it imposes very
little computational load and requires only simple operations.
Third, Wong et al. claimed that their scheme is secure against
the replay and forgery attacks. However, their scheme has
three security weaknesses, as follows:

1) It cannot protect against the replay and forgery attacks.
2) Passwords could be revealed by any of the sensor nodes.
3) A user cannot change his/her password freely.

We will discuss these weaknesses in detail later.

To overcome these weaknesses, we propose a modified
scheme. The modified scheme not only fixes the weaknesses
but also enhances the security of Wong et al.’s scheme.
Moreover, our proposed scheme allows legitimate users to
choose and change their passwords freely. In addition, the
proposed scheme does not incur extra computation.

The rest of this paper is organized as follows: In Section 2,
we will briefly review Wong et al.’s scheme. We analyze the
scheme to show its weaknesses in Section 3. Next, a modified
scheme to enhance the security of Wong et al.’s scheme is
proposed in Section 4. Then, we shall analyze our proposed
scheme, show that our scheme can resist several attacks, and
provide a comparative study with Wong et al.’s scheme in
Section 5. Finally, we will conclude our paper with possible
future research directions in Section 6.

Il.  REVIEW OF WONG ET AL.’S SCHEME

Wong, Zheng, Cao, and Wang proposed a dynamic user
authentication scheme for wireless sensor networks.
Authorized users can access any of the sensor nodes in WSNs
using mobile devices, such as PDAs, PCs, etc. Before issuing
a query to a sensor node, a user has to register at the sensor
gateway (GW) via a secure channel. Upon successful
registration, the user can login to a nearest sensor login-node
to retrieve sensor data. The scheme is divided into three
phases: registration, login, and authentication. Before we
discuss the overall operations in the scheme, it will be helpful
to understand the notations used in this scheme first. We list
the notations and their corresponding definitions in Table I.
Three phases will be shown later again.



TABLE |

NOTATIONS
Symbol Definition
userID A user’s identity
PW A user’s password
Key A sensor gateway-node’s private key
H A one-way hash function
TS A timestamp

Il Concatenation

A. The Registration Phase

Assume a registration interface is launched on a user’s
mobile device. A user submits his/her ID (userID) and a
password (PW) to a sensor gateway (GW) for registration. The
GW then computes the pair (A, B) for the registering user. The

(A, B) pair is computed as follows:
A=H(userID || Key) )
B=H(A[ H(PW)) )

where Key is the GW’s private key. Next, the GW stores the
dataset (userID, A,PW,B,TS) in its database. Then, the GW

informs the user successful registration. Finally, the triple
(userID, A,TS) is distributed to all the sensor nodes.

B. The Login Phase

When a user wishes to query sensor data, he/she has to
login to a sensor login-node. The user first submits his/her
userID"and password PW " to the login-node. After receiving
the login information, the login-node first checks whether
userID” exists in the list of datasets (userID, A, TS). If not,
the login-node sends Msg(REJ_LOGIN) to the user.
Otherwise it computes the triple (B",C,,C,) for the user. The

triple (B",C,,C,) is computed as follows:

B =H(A[H(PW")) €))
C, = H(T XOR B") 4)
C, = (B" XOR A) (5)

where T is the current time. Then, the login-node sends
Msg(userID",C,,C,,T) to the GW for authentication.

C. The Authentication Phase

After receiving Msg(userlD",C,,C,, T) from the login-node,
the GW first checks whether userlD” exists in the database.
If not, the GW sends Msg(REJ_LOGIN) to the login-node.
Otherwise it checks whether the transmission delay is within
the allowed time interval AT . Assume the current time is T~ .
If (T"=T)>AT, the GW also sends Msg(REJ_LOGIN) to

the login-node. Otherwise it computes (C,,C,) for the user.

The (C,,C,) pair is computed as follows:
C; =H(T XOR B) (6)
C; = (B XORA) @

Then, the GW verifies if (C, =C,) and (C, =C,) . If so, the
GW sends Msg(ACC_LOGIN) to the login-node and the
login-node also sends Msg(ACC _LOGIN) to the user.
Otherwise the GW sends Msg(REJ_LOGIN) to the login-
node.

The overall handshake of Wong et al.’s scheme is illustrated
in Fig. 1.
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3. Msg(ACC_LOGIN)

Fig. 1. Communication handshakes of Wong et al.’s scheme

IIl. CRYPTANALYSIS OF WONG ET AL.’S SCHEME

Although Wong et al. proposed a dynamic user
authentication scheme that allows legitimate users to query at
any of the sensor nodes and imposes very light computational
load, there still remains several security weaknesses in their
scheme. We will now examine these weaknesses in details.

1) It cannot stand against replay attacks. A replay attack is
that an attacker tries to replay the same messages obtained
in previous sessions. If the attacker can successfully login
to the remote system through replay, then the scheme
cannot withstand a replay attack. Assume that U is an



attacker who eavesdrops a user’s login message
(userlD",C,,C,,T). He/she can use the same message to

login to the system successfully as long as the value T is
still within the allowed time interval. That is, as long as
the difference between the current time and the value T is
less than AT , the attacker can use the same message to
perform the replay attack.

2) It cannot stand against forgery attacks. In a forgery attack,
if an attacker eavesdrops or intercepts the login messages,
he/she can modify the login messages to masquerade as a
legitimate user in order to access the resources of a
remote system. Assume that U is the attacker who can
steal from a sensor login-node another user’s information
(userlD, A,TS) . He/she also intercepts the user’s

information (userID,C,,C,,T) sent by the sensor login-

node. The attacker can use the information to derive B
as follows:

B =C, XOR A ®)

due to (5). Hence, U can use a new timestamp T’ to
compute a new C, as follows:

C,/ =H(T' XORB") 9)

U then sends Msg(userID,C,’,C,,T')to the GW. Hence,

C,' will be successfully verified by the GW. Therefore, U
can use another user’s ID to launch a forgery attack.

3) Passwords can be revealed by any of the sensor nodes.
Even though passwords are transmitted via a secure
channel in the registration and login phases, all the
passwords are still known to the GW and all the login
nodes in plain text. There is no protection mechanism for
the passwords in these phases. In case any of the GW or
login nodes is compromised, all passwords leaked out.

4) A user cannot change his/her password with Wong et al.’s
scheme. Passwords are fixed once they are set. A fixed
password is more easily suffered from attacks than a
regularly changed password.

IV. THE IMPROVED SCHEME

In this section, we present a modification of Wong et al.’s
scheme that not only fixes the weaknesses but also enhances
the security of Wong et al.’s scheme. The overall handshake of
the proposed scheme is illustrated in Fig. 2. The proposed
scheme is divided into four phases: registration, login,
authentication, and password-changing phases. Note that the
registration and the password-changing phases are performed
via a secure channel. The four phases are discussed below.

A. The Registration Phase

A user submits his/her 1D (userID) and password in hashed
form H(PW) to a GW for registration. Next, the GW stores the
dataset (userID,H (PW),TS) in its database. Then, the GW
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B. Login
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2. Check UserID”
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where A=H (H(PW") XORt)
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D. Password Changing

1.Msg(UserID, H (PW),H (PW "))
2.
Check (UserID, H(PW)) in the database
Update (UserID, H(PW'),TS")

3. Msg(Successful Change) 3. Msg(UserID,TS")

Fig. 2. Communication handshakes of the proposed scheme

replies to the user successful registration. Finally, the pair
(userID, TS) is then distributed to all the sensor nodes.

B. The Login Phase
The user first uses his/her password PW to compute a value
A as follows:
A=H(H(PW") XOR ) (10)
where t is the current time. Then, he/she submits the triple
(userID”, A,t) to a login-node. After receiving the login

information, the login-node first checks whether userID” is in
the list of datasets (userID,TS). If not, the login-node then
sends Msg(REJ_LOGIN) to the user. Otherwise it computes
the value C for the user, as follows:

C=H(AXORT) (11)

where T is the current time. Then, the login-node sends
Msg(userID”,C,T,t) to the GW for authentication.



C. The Authentication Phase
After receiving Msg(userlD",C,T,t) from the login-node,
the GW first checks whether (userID",t) is in the database. If

userID” is not in the database or (userID",t) is already

contained in the database, the GW sends
Msg(REJ_LOGIN) to the login-node. Otherwise it checks

whether the transmission delay is within the allowed time
interval. If (T"=T)>AT or (T -t)>AT , the GW sends
Msg(REJ_LOGIN) to the login-node. Otherwise it computes
(A",C") for verification. The (A",C") pair is computed as
follows:

A" =H(H(PW) XOR t) (12)

C"'=H(A XORT) (13)

The GW verifies if (C" =C). If so, the GW stores t in the
database and sends Msg(ACC_LOGIN) to the login-node and
the login-node also sends Msg(ACC_LOGIN) to the user.
Otherwise the GW sends Msg(REJ_LOGIN) to the login-
node.

D. The Password-Changing Phase

If the user wants to change his/her password, he/she needs
to submit userlD”, original hashed password H(PW), and
new hashed password H(PW ') to the GW. After receiving the
password-change request, the GW first checks whether
(userID”, H(PW)) is correct. If userID” is not in its database

or H(PW) is incorrect, the GW sends Msg(REJ_CHANGE)

to the user. Otherwise, it updates the corresponding dataset
with (userID,H(PW"),TS") , where TS’ is the current

timestamp. Then, the GW replies to the user successful
password change. Finally, the new pair (userID,TS’) is then

distributed to all the sensor nodes.

V. ANALYSIS OF OUR SCHEME

Our enhanced scheme is a modification of Wong et al.’s
scheme. In this section, we shall analyze our scheme and show
that our scheme can resist several additional attacks. In
addition, we shall provide a comparative study with Wong et
al.’s scheme. Note that our proposed scheme does not add
additional computational cost when compared with Wong et
al.’s scheme.

A. Security Analysis

The proposed scheme can amend several security flaws in
Wong et al.’s scheme. The advantages of our proposed scheme
are described below.

1) The modified scheme can protect against the replay
attack, that is to say, an attacker cannot replay the same
login messages successfully. In the login phase, the user
needs to use his/her password to compute a value
containing the current time t (10). In the authentication

phase, the GW first checks whether (userlD",t) exists in

the database. If (userlD",t) is already in the database, it

means that this user has already login to this system at
time t. The GW then rejects the user’s login request.
Hence, the attacker cannot launch a replay attack.

2) The modified scheme can protect against the forgery
attack, that is to say, an attacker cannot impersonate
legitimate  user even if  he/she intercepts

(userID", A,C,T,t) and steals from a sensor login-node
another user’s information (userID,TS) . In the proposed

scheme, even if the attacker gains the list stored in the
sensor login-node, the scheme is still secure since there is
no secret information stored in the sensor login-node. The
hash values are useless to an attacker. In order to forge a
login message, the attacker has to know the user’s
password, due to (10). However, it is difficult to derive
the user’s password from the hashed value A. It is
considered practically impossible for an attacker to derive
the user’s password from the hashed value [11].

3) Passwords are not revealed to any of the sensor nodes. In
order to keep a user’s password secret, in the registration
and login phases, the user transmits his/her password in
hashed form, rather than as plain text, as is done in Wong
et al.’s scheme.

4) In the proposed scheme, a user can use the dataset
(userID”,H(PW),H(PW") to change his/her password

PW with the new password PW' via a secure channel.
The new password is also protected in this phase.

B. Efficiency Analysis

In this subsection, we examine the performance of our
proposed scheme. The notations are defined in Table Il [10].
The performance comparison between Wong et al.’s scheme
and our proposed scheme is presented in Table III.

TABLE I
EVALUATION PARAMETERS
Symbol Definition
Ty The time for performing a one-way hash function

Tyor The time for performing an XOR operation

c The delay time for the communication between the login-node
MH and the GW in multi-hops

TABLE I
PERFORMANCE COMPARISON BETWEEN WONG ET AL.’S SCHEME AND THE
PROPOSED SCHEME

Phase Wong et al.’s Scheme Our Proposed Scheme

3T, +1C,,,
3T, + 2T,z +1C4
1T, + 2T,z +1C
7T, +4T,05 +3Cy

1T, +1C,,
2T, + 2T,z +1C,,,
2T, + 2T,z +1C,,,
5T, +4T, oz +3Cyu

Registration
Login
Authentication
Total




We can see from Table II that the computations between
Wong et al.’s scheme and our proposed scheme in the three

phases (registration, login, and authentication) are very similar.

Clearly, in these phases, our proposed scheme does not add
additional computational cost. Compared with their scheme,
our proposed scheme is also efficient.

VI. CONCLUSION

In this paper, we proposed a lightweight dynamic user
authentication scheme that is built upon Wong et al.’s scheme.
We point out that Wong et al.’s scheme is subject to several
security attacks, as discussed above. Hence, we propose a
modified scheme that not only retains all the advantages in
Wong et al.’s scheme but also enhances its security by
withstanding the security weaknesses. In comparison with the
previous scheme, our proposed scheme possesses many
advantages, including resistance to the replay and forgery
attacks, reduction of user’s password leakage risk, capability
of changeable password, and better efficiency. An area of
future research that should be considered is how to achieve
mutual authentication between the users and the sensor nodes.
In addition, since there is a centralized GW-node in the
proposed scheme, the performance in authentication might be
improved by designing a decentralized GW-node.
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