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G : 140.113.123.72
H : 140.113.5.7
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IP(Y) : the address of node X
ID(X) : the identification of node X
PK(X) : the public key of node X

FID(X)=FX1
FID(Z)=FZ1

MDP(X) = D

M1 = <IP(Y), FX1, PK(X), BODY1>
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D
Y

(FX1, B)
(FX1, Y)
(FX1, X)

(FX1, X)
(FX1, X)

M2

M2a

M1

M1

M2b

M2b

FIT
A
B
C
D
Y

A : current
B : current
Y : current
D : past (MDP)

Node

M1

F
F

F

X' neighbors

MDP(Z)=W

M2 = <IP(D),  FX1, IP(W), FZ1, PK(Z), encrypt(BODY2,PK(X))

M2a = <FX1, IP(W), FZ1, PK(Z), encrypt(BODY2,PK(X))

M2b = <IP(W), FZ1, PK(Z), encrypt(BODY2,PK(X))

: fake traffic
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