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(b) AVDS = 104,662,271

B : 140.113.10.2
C : 140.113.24.55
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E : 168.95.1.2
F : 168.95.10.4
G : 140.113.123.72
H : 140.113.5.7
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änÔ�ÇµÈ�Ì�Ô]ä�Ð[Í
æ�Þa:
	 �*�RÙ
�¤Û[Ô�Ï:É�ô,Ï:È[Ð[ä,Î�Ð[Í�Ì�Ê�Ô$Í:Í:Ð�å�Ô � ð�È�Ï:Ëºå[ËºÇBÐ�Ì�ËiÇ,å�ÒÓÏ:È�Ê Ç,ÈnänÔ � ßµÐ�Í"Ð�ß,Ô$Ð[änÔ�Ï±Ì�ßµÐ�Ì¨Î4È[Ç|Ì:Ð�ËiÇµÍ
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Ð�ÇBä � ËiÇµÍ�Ô�Ï�ÌC	dæ ��ð[Ü �1�
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Ð�Ïxä,Í
Ì:ß,Ô�Ï�Ô]Í­ÝµÑ�Ì:ËºÇ,å�Ê�Ô$Í:Í�Ð�å�Ô � ò�ô
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IP(Y) : the address of node X
ID(X) : the identification of node X
PK(X) : the public key of node X

FID(X)=FX1
FID(Z)=FZ1

MDP(X) = D

M1 = <IP(Y), FX1, PK(X), BODY1>

C

D

Y

(FX1, B)
(FX1, Y)
(FX1, X)

(FX1, X)
(FX1, X)

M2

M2a

M1

M1

M2b

M2b

FIT
A
B
C
D
Y

A : current
B : current
Y : current
D : past (MDP)

Node

M1

F
F

F

X’ neighbors

MDP(Z)=W

M2 = <IP(D),  FX1, IP(W), FZ1, PK(Z), encrypt(BODY2,PK(X))

M2a = <FX1, IP(W), FZ1, PK(Z), encrypt(BODY2,PK(X))

M2b = <IP(W), FZ1, PK(Z), encrypt(BODY2,PK(X))

: fake traffic
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änÔ$ÑºËiÛ�Ô$Ï�É[Ù �aÉ ÕaÐIÉ¬È�Ò�Ê�Ô$Í:Í�Ð�å�Ô�änÔ$ÑºËiÛ�Ô$Ï�É¬Ø,Ï�È � ËiÔ$Í$Ü�È[Ç,Ô4ç_Ì�È�ç_È[Ç,Ô�Ê�Ô$Í:Í�Ð�å�Ô]Í�Ð�Ï:Ô�Í­Ô$Ç[Ì6änËºÏ:Ô$Î4Ì�ÑiÉVÒÓÏ:È�Ê Ì�ßµÔ
È�Ï:Ëiå�ËiÇµÐ�Ì:È�ÏxÍ�Ì:ÈêÏ�Ô]Î4Ô$ËºÛ[Ô�ÏxÍ¿Õ�ËºÌ�ß(ÒÓÔ$Õ ÒÓÈ�Ï:ÕaÐ�Ï:änËiÇ,å|Í�Ù·àaÌ:ß,ÔgÎ4ÑiÝµÍ­Ì�Ô$Ï�ËiÇ,åjÔ.o+Ô$Î4Ì?È�Ò¨Ì�ß,Ô×Í­ÉnÍ­Ì�Ô�Ê å�ÝµÐ�Ï:Ð�Ç|Ì�Ô�Ô]Í
Ì�ßµÔ$Í�Ô-ÒÓÈ�Ï:ÕaÐ�Ï:änËiÇ,å|Í�Õ�ËºÌ�ß�ÑiÈ�ÕìôBÐ�ÇµänÕ�ËkäªÌ:ß�Î4È[Í­Ì$Ù�à
ß,Ô-ÒÓÈ�Ï:ÕaÐ�Ï:ä,ËºÇ,å�Ê�Ô$ÎxßBÐ�Ç,ËkÍ­Ê Ð�ÑkÍ­È�Ø,Ï:È�ÛªËiänÔ]Í
È�ØnÌ:ËºÈ[ÇµÍ
ÒÓÈ[Ï
ÝµÍ�Ô�ÏxÍ#Ì�È�ôµÐ�ÑkÐ�ÇµÎ�Ô
Ì�ß,Ô¨änÔ�å[Ï�Ô$Ô�È�Ò¢Ð�ÇµÈ�ÇªÉªÊ<ËºÌ�É¿Ð�Çµä�änÔ$ÑºËiÛ�Ô$Ï�É¿Ô.8®Î4ËiÔ�ÇµÎ�É<ä,Ô�ØNÔ�ÇµänËiÇ,å�È[Ç�Ì�ß,Ô$ËºÏ�È�Õ�Ç�Í­ËºÌ�ÝµÐ�Ì�ËiÈ�Ç¢Ù

ð��



HOPS

% of Failure Nodes

HOPS under random failure
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æWËºå[Ý,Ï:Ôwxµó�á�ßµÐ�Çµå�Ô¨ËºÇ8Ï:Ô��|Ý,Ô$Í­Ì�ØµÐ�Ì:ß8ÑºÔ$Ç,å�Ì:ß�Ý,ÇBänÔ�Ï±ÏxÐ�ÇBänÈ�Ê�ÒdÐ�ËºÑiÝ,Ï:Ô
� H �$H
ÀMH�½6Ä�H G

ïið4ñ�Æ±Çµä,É �"Ï:Ð�Ê6Ù|â#Ô�Ô$Ï­ç_Ì�È�ç_ØNÔ�Ô$Ï�ßµÐ�Ï�ÇµÔ$Í:Í­ËiÇ,å�Ì:ß,Ô"ØNÈ�ÕaÔ�ÏaÈ�Ò�änËkÍ­Ì�Ï:Ëºô,Ý,Ì�Ô$ä®Ì�Ô]Îxß,Ç,È�ÑiÈ�å[ËºÔ]Í�Ù��>@ ��Ô�ËiÑºÑiÉ®ò � �,ð�Ü|Ø,Ø¢Ù
� � ç:ðIò�ònÙ

ï�òIñ�Þ�Ð�Ç á�ÑkÐ�Ï:Ö�Ô[Ü �¨Í�ÖIÐ�Ï16nÐ�ÇµänôNÔ�Ï:åµÜ ��ÏxÐ�ÇBänÈ�Ç è ËiÑºÔ$É�Ð�Çµä�à
ß,Ô$ÈnänÈ�Ï:Ô è Ù+Ú±È�ÇµåµÙ+æ,Ï:Ô�Ô�ÇµÔ4Ì$ó�Æ änËiÍ­Ì�Ï:Ëiô,ÝnÌ�Ô]ä
Ð�Ç,È[ÇªÉ|Ê�È[ÝµÍ¤ËiÇnÒÓÈ�Ï:Ê�Ð�Ì:ËºÈ[Ç®Í�Ì:È�ÏxÐ�å�Ô±Ð�Çµä�Ï:Ô4Ì:Ï�ËiÔ�Û�Ð�ÑNÍ­ÉnÍ­Ì�Ô$Ê6Ù �¢Ô]ÎRÌ:Ý,Ï�Ô1=±È�Ì�Ô$Í�ËiÇ6á�È�Ê�Ø,ÝnÌ:Ô�Ï 6nÎ4ËiÔ�ÇBÎ4Ô�ÜªÛ[È�Ñ_Ù
ò � � � Ü,ò � �,ð[ÜªØ,Ø¢Ù � x�çpx�x,Ù

ï ;�ñ¿á�ß,ËiÇ,å�ç è Ô$Ë�Ú±ÝµÐ�Ç,å×Ð�Çµä è Ý,Ýnç �bÐ�Ç,åBÙ96nÔ�ÑºÒõç_È[Ï�å|Ð�Ç,Ëié$Ð�Ì�ËiÈ�Ç ÒÓÈ�Ï�ØNÔ�Ô�Ï�ç_Ì�È�çPØNÔ�Ô�Ï<Í­ÉnÍ­Ì�Ô$Ê�Í$Ü¤Í�Ý,ô,Ê�Ë�Ì�Ì�Ô]ä ÒÓÈ[Ï
Ø,Ý,ô,ÑiËkÎ�Ð�Ì:ËºÈ[Ç¢ÜBò � � ;µÙ

ï � ñ � ËkÎxßµÐ�Ô$Ñ��BÙNæµÏ�Ô$Ô$änÊ�Ð�ÇgÐ�Çµä ��È�ôNÔ�Ï�Ì � È�Ï:Ï�ËkÍ�ÙNà�Ð�Ï�é]Ð�Ç¢ó�Ð�ØBÔ$Ô�Ï�çKÌ:È�çPØBÔ$Ô�Ï¨Ð�Ç,È[Ç|ÉªÊ�Ëié�ËiÇ,å®Ç,Ô�Ì�Õ�È[Ï�Ö6ÑiÐIÉ[Ô�Ï]Ù
â¤Ï:ÈªÎ�Ô�Ô]änËºÇµå[Í�È�Ò¢Ì:ß,Ô � Ì�ß6ÆTá � á�È�ÇnÒÓÔ$Ï�Ô$ÇµÎ4Ô"È�Ç�á�È�Ê�Ø,ÝnÌ:Ô�Ï
Ð�Çµä8á�È�Ê�Ê�Ý,ÇµËiÎ$Ð�Ì�ËiÈ�ÇBÍ 6ªÔ]Î4Ý,Ï:ËºÌ�É�Ü(=±È�Û�Ô$Ê<ç
ôBÔ$Ï"ò � �[ò,Ù

ïUuIñ �±æWá ð�;;x;u,Ù|ÆTÇ6Þ�â·Æ�äµänÏ�Ô]Í�Í � � Ì:Ô�ÇµÍ�ËºÈ[Ç8â¤Ï�È[ØBÈ|Í�Ð�ÑKÙªß|Ì­Ì:Ø¢ó�ã�ãIÕ�Õ�Õ�Ù ÒdÐ �ªÍ$Ù È[Ï�ånãIÏ�ÒdÎ�ÍRãIÏ�ÒdÎ�ð5;�x;u,Ù ß|Ì:Ê<Ñ_Ù
ï x�ñ � Ð�Ì:Ô�Ë ��ËºØNÔ$Ð�ÇªÝ¢Ü$Þ�Ð�Ç�æ,È[Í­Ì�Ô$Ï.Ð�ÇBä¨Æ�ä,Ï�ËkÐ�ÇµÐ
Þ�Ð�Ê�Ç,Ë�ÌxÎxß,Ë_Ù � Ð�ØµØ,ËºÇµå
Ì�ß,Ô�í¨ÇªÝnÌ:Ô�ÑiÑiÐ±Ç,Ô4Ì�ÕaÈ�Ï:Ö+óNØµÏ�È[ØBÔ$Ï­Ì:ËºÔ]Í+È�Ò
ÑiÐ�Ï�å[Ô4ç�Í�Î$Ð�ÑiÔ�ØNÔ�Ô$Ï­ç_Ì�È�ç_ØNÔ�Ô$Ï¤Í­ÉnÍ­Ì�Ô$Ê�Í�Ð�Çµä<ËiÊ�Ø,ÑºËkÎ�Ð�Ì�ËiÈ�ÇµÍ¤ÒÓÈ�ÏbÍ�ÉnÍ�Ì:Ô�Ê änÔ$Í�Ëºå[Ç¢Ù�Þ-�0���VÞ�Ç|Ì�Ô$Ï�Ç,Ô�Ìaá�È�Ê�Ø,ÝnÌ:ËºÇµå
��È[Ý,Ï:ÇµÐ�Ñ_ÜªÛ�È�Ñ_Ù�x,Üµò � �|ònÙ

ï y]ñ �±æWá ðOy;y�ò,Ù|ÆTÝnÌ�È[Ç,È�Ê�È�ÝBÍ<6ªÉnÍ�Ì:Ô�Ê8Ù,ß|Ì­Ì:Ø¢ó�ã[ãIÕ�Õ�Õ�Ù ÒdÐ �ªÍ$Ù È[Ï�ånãIÏ�ÒdÎ�ÍRãIÏ�ÒdÎ�ðOy;y�ò,Ù ß|Ì�Ê�Ñ_Ù
ï ��ñ � ËkÎxßµÐ�Ô$Ñ���Ù ��Ô$Ë�Ì:Ô�Ï�Ð�Çµä�Æ.ÛªËiÔ�Ñ�:¿Ù ��Ý,ô,ËiÇ¢ÙBá�Ï:È�Õ±ä,Í�óWÐ�Ç,È[ÇªÉ|Ê�ËºÌ�É<ÒÓÈ�Ï
Õ�Ô$ô®Ì:Ï:Ð�ÇµÍ�Ð[ÎRÌ:ËºÈ[ÇµÍ�Ù|ÆTá � à�Ï:Ð�ÇµÍ­ç
Ð�Î4Ì�ËiÈ�ÇµÍ
È[Ç�Þ�ÇnÒÓÈ[Ï�Ê�Ð�Ì�ËiÈ�Ç8Ð�ÇµäS6ªÉnÍ�Ì:Ô�Ê 6ªÔ$Î�Ý,Ï�ËºÌ�É�ÜnÛ[È�Ñ_Ù«ð�ÜnÇ,ÈBÙ«ð�Ù¢ð � � �,Ü|Ø,Ø¢Ü7x;x�ç � ònÙ
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