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Abstract—Network attacks are occurring continuously day 

after day. The researchers are expected to find the solution by 

identifying the address of source. We propose the IP traceback 

ant colony system (ITACS) algorithm to solve the IP traceback 

of denial of service (DoS) problem. The ITACS is novel 

attempted to apply in solving the problem. It is a meta-

heuristic algorithm, which is a technique applies so that attack 

detection and attack identification can be implemented. The 

proposed algorithm has improved by the previous one to 

conquer this problem successfully. We obtained the data set of 

topology from one of famous research organizations for the 

experiment. The parameters of algorithm are considered by 

packet contents in topology. In the meanwhile, we discussed 

the increment of traffic condition. By the experiment, the 

examples of increment of traffic are above average 70%. The 

results show that the performance of ITACS algorithm is 

efficient and accurate. Furthermore, the proposed algorithm 

has also nature of robust for the problem. Future work may 

even be extended to study the other behaviors of organisms 

from derivations of meta-heuristic algorithm. 
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I.  INTRODUCTION 

The network security is more and more important and is 
subjected to household, organization or government [1]. 
There are many famous attacking events that were 
demonstrated through examples such as eBay, Yahoo, 
Amazon.com and FBI Web sites. Such attacks cause 
financial damage of enterprises [2]. Most behaviors of attack 
belong to the denial of service (DoS) [5]. Many researchers 
have researched about the IP traceback problem few years 
ago [6]. Therefore, some methods had been proposed to 
solve the problem. For instance, the link testing, marking and 
ICMP-based had been applied to store IP or reduce memory 
resource in order to trace the IP address of attacker [7-10]. 

Nevertheless, few heuristic algorithms are studied in IP 
traceback. The heuristic algorithm has the congenital 
advantage to search the combinatorial optimal problem. The 
nature of an organism is to search food for a living, similar to 
IP traceback [11-12]. A few researchers simulated and 
designed the topology by using their arbitrary manners [13]. 
Similarly, the most of literatures were lack of the experiment 
design for increment of traffic. 

For these reasons, we proposed IP traceback ant colony 
system (ITACS) algorithm to solve the problem. The 
implemented autocatalysis mechanism in the algorithm can 
be to search for attack path. We take the traffic flow and time 
into consideration. As a result, the experiment reveals that 
the algorithm can find attack path accurately and efficiently. 
The rest of this paper is organized as followed: we describe 
the the IP traceback problem in Section 2 and the application 
of the ITACS algorithm in IP traceback problem in Section 3. 
The experimental design and analysis are discussed in details 
in Section 4. Finally in Section 5, we discuss the conclusion 
and future work regarding ITACS in IP traceback problem. 

II. IP TRACEBACK 

A.   Objective 

When the attack on the network occurs, victim hopes to 
find the attacker’s real address. The traceability of the 
traceback mechanism would be applied. Moreover, the 
attacker will spoof the address so that finding the source 
address would be difficult. There are many mechanisms of 
IP traceback that aims to search correct attack path with 
applying certain technique. Nevertheless, we propose an 
algorithm to find the attack path accurately and efficiently 
via hop by hop.  The proposed algorithm will be verified the 
performance index that includes the robustness, accuracy, 
efficiency, effectiveness and convergence. The results of 
experiment can be demonstrated the contention. 

B.   Filtration 

We analyze the topological data sets and code program 
from Internet databanks. After parsing the relative 
parameters of topology, it obtains the traffic time, traffic 
flow, as well as the numbers of nodes and edges to be input 
parameters into algorithm. Simultaneously, the algorithm 
runs to search behavior by the parameters. The method of 
traffic filter is also applied to limit the threshold of traffic for 
stopping and improving the algorithm. 

C.   Hybrid Form 

The proposed algorithm incorporated all three methods, 
which are ingress filtering, link testing and logging. It 
obtains the traceback information by packet log and filters 
traffic flow to decide termination condition. When the 
algorithm is launched to trace the path, it would search the 



upstream router recursively until the real source is found. 
The ITACS algorithm would construct the path gradually. 
The abnormal traffic is also found initially as ingress 
filtering and the accumulative pheromone quantities as 
candidate of attack signature. Moreover, the map in topology 
is crucial for providing the parameters of the algorithm as 
controlled flooding. Hence, the proposed algorithm is a 
hybrid form in order to fit the IP traceback problem. 

III. ITACS ALGORITHM 

A. Background 

Many researchers studied biological behaviors issues. 
Ants search for food from nest to target is called the shortest 
path problem. Dorigo etc. addressed the framework of ant 
system. Furthermore, it applied in a variety of different fields, 
for example, biology, scheduling of practical factories and 
TSP problem etc. A few papers illustrate the concept. We 
consider the IP traceback ant colony system (ITACS) 
algorithm as the solution to DoS problem in the paper. The 
algorithm improves several features to be better than 
traditional one. The paper also addresses the ITACS 
algorithm to solve IP traceback problem and verifies the 
efficiency and effectiveness in phase. 

B. State Transition Rule 

When an ant wants to go from router r to router u, it can 
search the next router by state transition rule. The 
formulation of state transition rule consists of two parts that 
involve the exploitation and exploration manners. First, we 

must set the limitation value to parameter 0q
. If the random 

variable 
q

is less than 0q
, the exploitation will search 

candidate router step by step. We choose 
u)(r,τ

 that 
represents edge of pheromone quantities from router r to 

router u and 
u)(r,η

 represents information flow from 
router r to router u. The maximum of multiplication is 
chosen to decide next router. Otherwise, we apply the 
exploration manner to avoid falling into local optimal value, 
and the exploration bases on the random proportional rule. 
To begin, we get a random number, and determine whether 
its value is greater than any candidate router value of 

)],()][,([ srsr ητ
 in the random proportional rule. If it was 

found, we pick up a certain candidate router that conforms to 
the rule given by equation (1.1) and (1.2). 
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C. Global Updating Rule 

When searching for a certain path by an ant, it would 
reinforce the pheromone quantity by all of edges and 
increases the probability to choose the same path for the next 
iteration. If the attack path found a real source router, the 
nature of algorithm would converge quickly to find the 
attack path. We deposited the pheromone quantity on edge 
last iteration and decided the pheromone quantity on edge by 
changing the pheromone quantity next iteration. The 

parameter α  is also considered to be weight of pheromone 
quantity. The change of pheromone quantity was decided by 
traffic flow and time. The formulation is described as follows: 
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D. Local Updating Rule 

When an ant went from router i to router j step by step, it 
would update pheromone locally on edge. The pheromone 
would be evaporated by time the volatility rate is crucial 

enough to affect it. The 
)(tijτ∆

 was decided by the Ant-Q 

that has 
)(tijτ∆

 and 
)(tijτ∆

=
),(max

)(
zs

sJz k

τγ
∈

⋅
, 

10 ≤≤ γ
 respectively. After updating the pheromone on 

edge, the formulation is described as follows: 
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It decreases the edge of pheromone quantities from router 

i to router j during iteration t. 
)(tijτ∆

 has two values for 

Ant-Q and 
)(tijτ∆

= 0τ
. The Ant-Q represents 

)(tijτ∆
= 

),(max
)(

zs
sJz k

τγ
∈

⋅
, 

10 ≤≤ γ
. A 

)(SkJ
 is router set and 

we choose the maximum value of all of the router set. 
ρ

 is a 

parameter and 
)1( ρ−

 represents the evaporation of 
pheromone by local updating rule.  

E. Terminal Condition 

We considered the stopping situation for the problem. 
The outgoing flow had to be large than the incoming flow 
within the threshold, which is the information flow of a 
certain router for terminal condition. The formulation is as 
follows: 
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IV. EXPERIMENTAL DESIGN AND ANALYSIS 

We simulated the algorithm to verify performance on 
DoS attack. The topology had constructed by our test 
environment. The proposed algorithm tested the performance 
in IP traceback problem. In our case, there are two 
parameters, one is information flow and the other is 
pheromone, therefore the two parameters that represent 

u)(r,τ
 and 

u)(r,η
 respectively in state transition rule. 

A. Parameters for Meta-Heuristic Algorithm 

We define the relative parameters of proposed algorithm 
as follows: 

I_MAX: number of iteration  
K_MAX: number of ant  
R_MAX: number of router  

0q : The parameter decides the exploitation or 

exploration by state transition rule  

0τ : Initial value of pheromone  

β : The parameter could scale the information flow  

ρ : The evaporation of pheromone rate  

α : The parameter decides to reinforce pheromone  

ir : Router i  

ku : Choose router j from the set ku   

ijτ : The pheromone from ir  to jr   

ijη
: The traffic flow from ir  to jr

  
RP: A random probability that generates by 

randomization  
T: The threshold that is difference of incoming and 

outgoing  

f : Traffic flow 

B. Measurements 

When the increment of traffic (IF) situation would be 
discussed, we should design the measurement indices by 
new traffic (NT) and old traffic (OT) for the increment of 
traffic experiment. The accuracy is important measurement 
to analyze the result of the experiment. Therefore, we 
considered calculating the ratio by true positive (TP) and 
total sample size. The detailed description are shown in 
formulation 8 and 9 as followed: 
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C. Topology and General Experiment 

The data of experiment design is obtained from DARPA 
2000 data set at the Lincoln Laboratory [14]. Topology 
includes the traffic flow, the connection relation from 
upstream router to downstream router and transmission time. 
The total number of routers is 372. Each problem is DoS 
that owns arbitrary attack path. We set traffic data and 

topology information into our algorithm. The general 
experiment considered the significant traffic flow that has 
alternative value and no exceed the maximum. Two levels, 
number of ants and iterations, are categorized for each 
problem. The accuracy has two trails and each trial runs 
twenty times. After algorithm ended, we found the AVG 
time of total problems is less than 1 minute. Furthermore, all 
of them are greater than 95% for both small and large 
problem. The results of the experiment are shown in Table 1 
as followed: 

TABLE I. General Experiment 

D. Increment of Traffic Experiment 

The six different attacks consist of four levels of traffic 
increment, which are 1%, 5%, 10% and 30% for each trial. 
Moreover, the three levels of traffic threshold are 100, 50 
and 0 for each trial. Each experiment runs 10 times with 
three trials each time in order to obtain accuracy and average. 
Table V shows the accuracy of more than 90% and more 
than 70% for other examples. Furthermore, Table III, Table 
VI and Table VII show the failure to search for the attack 
path when 1% increment of traffic is increased. On the 
contrary, another examples show successful attempts in 
searching for the attack path. The variance of accuracy is still 
stable even when the increment of traffic changes. Therefore, 
we find the proposed algorithm owns a robust behavior. 
Similarly, in most cases, the best traffic threshold set is 100 
as shown in Table V, Table VI and Table VII. Other cases 
are 0 as shown in Table II and Table III. Therefore, the 
traffic threshold variation would affect accuracy significantly. 
In particularly, Table VI and Table VII show the different 
traffic threshold levels compared from Table II to Table V 
throughout the experiment. Figure 1 shows the majority of 
accuracy falls between 70% and 80% except for Table III, 
Table VI and Table VII, which the traffic of attack in all 
percentage levels cannot be found. When the 30% increment 
of traffic is reached, the experiment results in unit accuracy 
close to or exceeds average accuracy. Moreover, each curve 
appears smaller variance as linear. 

Example Number of 

Ants and 

Number of 

Iterations 

Accuracy rate AVG time 

S: (10, 5) 97.5% 1 sec Attack1 

L: (500, 20) 95% 2 sec 

S: (10, 5) 100% 1 sec Attack 2 

L: (500, 20) 100% 34 sec 

S: (10, 5) 100% 1 sec Attack 3 

L: (500, 20) 95% 1 sec 

S: (10, 5) 97.5% 1 sec Attack 4 

L: (500, 20) 95% 1 sec 

S: (10, 5) 97.5% 1 sec Attack 5 

L: (500, 20) 100% 32 sec 

S: (10, 5) 95% 1 sec Attack 6 

L: (500, 20) 97.5% 40 sec 



TABLE II. Increment of Traffic Experiment for Example 1 

TABLE III. Increment of Traffic Experiment for Example 2 

 

TABLE IV. Increment of Traffic Experiment for Example 3 

 

TABLE V. Increment of Traffic Experiment for Example 4 

 

 1% 5% 10% 30% Detection 
AVG 

100 100% 83.33% 96.67% 96.67% 94.17% 

50 80% 86.67% 96.67% 83.33% 86.67% 
0 90% 96.67% 90% 96.67% 93.34% 

AVG 90% 88.89% 94.45% 92.22% 91.39% 
 

TABLE VI. Increment of Traffic Experiment for Example 5 

 

 

 

 

 

 

 

 

 

TABLE VII. Increment of Traffic Experiment for Example 6 

V. CONCLUSION AND FUTURE WORK 

We considered the major facts, traffic flow and time 
stamp for finding the target in the proposed algorithm. 
Furthermore, the meta-heuristic algorithm provides two 
advantages in solving the attack detection and attack 
identification. The experimental environment of DoS 
topology is considered by proposed algorithm. In these 
cases, this paper discusses the increment of traffic. The 
results show the accuracy above average 70% in different 
examples. It is to maintain the efficacy and effectiveness. 
We verify the proposed algorithm by the experiment. As a 
result, the algorithm is robust and precise to find attack path. 
By the results of experiment of simulation, the ITACS 
found the attack path in a short time and converged fast 
correspond to lower bound. The future work might extend to 
study other nature of organism to derive the meta-heuristic 
algorithm to solve network security problem. 
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 Figure 1. Increment of traffic to accuracy. 
 

 


