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ABSTRACT

Security is an ever important issue in computer networks.
Current network security, which is mostly based on (sym-
metric and asymmetric) key encryption, depends on the
soundness of the security protocols as well as the strengths
of the encryption algorithms. We propose a logic frame-
work to verify or test the soundness of the security proto-
cols. The logic framework can identify the hidden weak-
nesses in a protocol. When a verified protodoksbreak
down, this logic framework can also quickly point out the
guilty assumptions made in the framework that are respon-
sible for the breakdown of the protocol security. The infor-
mation is useful in mending the broken protocol.
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1 Introduction

With the fast advances in the technologies and applications
in computers and computer networks, security will become
a more and more important issue in the coming years.

Current encryption-based network security depends
on two factors: the strengths of the (symmetric and asym-
metric) encryption algorithms and the soundness of the se-
curity protocols that make use of the encryption algorithms.
Our study is concerned with the second factor.

Security protocolsn this paper means the process
of exchanging, validating, and updating the various en-
cryption and decryption keys among the communication
partners. The security protocols are first studied in [1],
which leads to the Kerberos system [2]. There are vari-
ous security protocols such as the authentication protocols
[3, 4,5, 6, 7, 8] and the public-key protocols [9]. As Bur-
row et al. point out, most of the current security protocols
contain redundancies or security flaws [10].

There are two types of security protocols: the static
ones and the dynamic ones. The main difference is that
the dynamic protocols may generate new keys and revoke
existing keys as time goes by. The static protocols allow
logically complete verification while the dynamic protocols
can only be selectively tested.

Verification and testing of a security protocol is an
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important ingredient of the overall system security. Verifi-
cation and testing can not only indicate the hidden defects
in the protocol, but they can also point out the potential
weaknesses of the protocol.

We adopt a logic approach to the verification and test-
ing problem. Assumptions, properties and requirements of
a protocol are expressed in terms of logic formulae. In-
ference is used to show the consistency or inconsistency
among the formulae.

The approach presented in this paper could serve as a
new tool in the toolkit of protocol designers. Though prac-
tical protocols are more complex than the examples shown
here, a practical protocol can sometimes be viewed as the
composition of simpler protocols, some of which could be
verified or tested with our approach.

In this paper we use a few standard notations for logic.
Introduction to these notations can be found in most text-
books on logic, such as [11], [12], and [13].

Our technique share a similar target as that of Burrows
et al. [10]. They differ in that Burrows et al.'s work focused
on the verification of the authentication process while ours
aims at the detection of leakage of secrets. Burrows et al.’s
work makes use of Hoare logic [14] to annotate beliefs and
facts in each step of a protocol. Their results are similar to
ours in that both their logic and our technique cannot prove
the security of protocols in general. With our technique,
the protocol designer needs to invent a scenario that shows
the existence of a fault in a protocol. The same is true with
Burrows et al.'s technique [10].

The remainder of this paper is organized as follows:
the next section presents our technique in terms of a sim-
ple security protocol. The third section describes a secu-
rity protocol based on basic asymmetric cryptography. The
fourth section illustrates that our technique is able to iden-
tify a defect in a defective protocol. The last section sum-
marizes our approach.

2 A simple protocol

We first consider a very simple protocol. Assume that there
are three roles in the exchange of messages: the sender,
the receiver, and the bystander. The sender and the re-
ceiver necessarily need to know the message in this proto-
col. Thus, only the bystander is assumed to be the attacker.



(In other more complicated protocols, the sender and/or the
receiver may not know theontentof the message. We do
not consider that case in this section.)

In the beginning, the sender and the receiver share
a master key, which the bystander does not know. When
the sender and the receiver want to exchange messages se-
curely, the sender first generates a session key. The sender
encrypts the session key with the master key and sends the
encrypted session key to the receiver. The receiver, know-
ing the master key, can obtain the session key by decryp-
tion. Later, when the sender and the receiver want to ex-
change messages, one first encrypts the message with the
session key and send the encrypted message to the other,
who, knowing the session key, may decrypt the encrypted
message. The bystander will be unable to know the master
key, the session key, and the messages, assuming that both
the sender and the receiver are loyal to each other and the
encryption/decryption algorithms are un-breakable. (The
session key might expire after a period of time. However,
we do not take into account the process of key expiration
in this section.)

This protocol is very simple and it would be easy to
verify the security of the protocol.

For this protocol, we may list the following axioms:
(S, R, B, Master, and Session denote the sender, the
receiver, the bystander, the master key, and the session key,
respectively. The notation
{Message}session Means that the message is encrypted
with the session key.)

Al knows(S, Master).

A2 knows(R, Master).

A3 knows(S, Session).

Ad —knows(B, Master).

A5 public({Session} yraster)-
A6 public({Message} session)-

Axioms Al through A4 states the initial knowledge of
the three roles. Axioms A5 and A6 implies that the com-
munication channel is insecure. That is, every packet trans-
mitted over the channel is open to the public.

We also need a few axioms to define the predicates
and the encryption behaviors. The axiom B1 states that all
messages sent through the insecure channel is open to the
public. Note that the variable: in Axiom B1 denotes a
key, a plain message, or an encrypted message. The axiom
B2 states that anybody with a key can decrypt all the mes-
sages encrypted with that key. The axioms B3 and B4 state
that a person cannot know the decrypted message unless
he knows the encrypted message and has the decryption
key. Axioms B3 and B4 may seem redundant. They actu-
ally reflect our assumption of the surrounding environment
and the assumption that the encryption algorithm is abso-
lutely unbreakable. Though there is always a slim chance

of breaking the encryption algorithm however strong the al-

gorithm might be, our assumption is reasonable in that we
attempt to discover the weaknesses of the security proto-
cols, not that of the encryption algorithms, in this study.

B1 V(z)V(m)[public(m) — knows(x, m)].

B2 V(x)V(m)V(k)[knows(z, {m}r) A knows(z,k) —
knows(xz, m)].

B3 V(x)V(m)V(k)[knows(z, {m}i) A ~knows(z, k) —
—knows(z, m)].

B4 V(x)V(m)V(k)[-knows(x,{m})
—knows(xz, m)].

From Axioms Al through A6 and B1 through B4, we
want to show that both the sender and the receiver are able
to read the messages, but the bystander cannot. We also
need to show that the axiomatic system is consistent. If
not, anybody can read any message. These requirements
are formulated as the following items C1 through C4

C1 knows(S, message).
C2 knows(R, message).
C3 —knows(B, message).

C4 The formulae in A1-A6 and B1-B4 are consistent.

In case neither knows(B,message) nor
—knows(B, message) may be induced from Al through
A6 and B1 through B4, additional axioms (that is,
assumptions) would be needed.

3 Secure communication based on public-
key encryption

Next we will consider a slightly more complicated
example—secure communication based on the public-key
encryption [9]. We assume that the receiver has a pair of
keys. He keeps the private key to himself but advertises
the public key. The sender first generates a session key,
encrypts it with the receiver’s public key, and sends the en-
crypted session key to the receiver. When the sender wants
to send a message to the receiver, he encrypts the message
with the session key and sent the encrypted message over
the communication channel.

For this protocol, we may list the following axioms:
(RPrivate and RPublic denotes the private and public
keys of the receiver, respectively.)

Al pair(RPrivate, RPublic).
A2 pair(Session, Session).
A3 knows(R, RPrivate).

A4 public(RPublic).



A5 knows(S, Session).

A6 —knows(S, RPrivate).
A7 —knows(B, RPrivate).
A8 public({Session} rpubiic)-
A9 public({Message} session)-
A10 knows(S, Message).

Note that in this protocol, we actually used two
encryption algorithms: a symmetric algorithm using the
key Session and an asymmetric one with the key pair
RPrivate and RPublic. However, for our purpose, the
symmetric encryption algorithm can be considered as an
asymmetric one in which the encryption key serves as both
the private key and the public key. Axioms A1, A2, A8 and
A9 above are based on this simplification.

We also need a few axioms to define the predicates
public andpair and the encryption and decryption behav-
iors.

B1 V(z)V(m)[public(m) — knows(x, m)].
B2 V(z)V(m)V(j)V(k)[knows(x, {m}r) Aknows(z, j) A
pair(j, k) — knows(z, m)].

B3 V(z)V(m)V(k)[knows(xz,{m}r) AN —knows(z,j) A
pair(j, k) —
—knows(z, m)].

B4 V(z)V(m)V(k)[-
—knows(z, m)].

knows(x, {m}) —

B5 V(j)V(k)[pair(j, k) — pair(k, j)].
B6 V(i)V(5)V(k)[pair(i, j) A pair(i, k) — j = k].

Axiom B2 states the asymmetric decryption algo-
rithm. Axioms B3 and B4 states the assumption that a
known, encrypted message can be decoded only by the key
that, together with the encryption key, forms a key pair. Ax-
ioms B5 and B6 describe the properties of the encryption
algorithm.

Based on the axioms Al through A10 and B1 through
B6, we need to guarantee that the receiver is able to read the
message, but the bystander cannot. We also need to verify
that the above axioms are consistent. These requirements
are listed below.

C1 knows(R, message).
C2 —knows(B, message).
C3 The formulae in A1-A10 and B1-B6 are consistent.

There are two advantages in the logic approach: First,

4 A defective protocol

In this section, we show that defects in a defected protocol
can be discovered with our approach. The protocol studied
in this section is dynamic and hence cannot be verified. We
use the testing approach to discover a defect in the protocol.

This protocol is concerned with group communica-
tion. We will use a simplified example to explain the pro-
tocol. It should be straightforward to extend this example
to more realistic cases. A communication community con-
sists of four clients(, Cs, C3, andCy) and a server. The
server is responsible for broadcasting encrypted messages
to the four clients. The four clients are partitioned into two
groups: C; andCy, are in the first group and’s and C,
are in the second group. As time goes by, current clients
may leave the groups and new clients may join the group.
In general, there may be more than two groups and a group
may include other subgroups.

There are two kinds of messages broadcast over the
open channel: the regular messages and the rekey mes-
sages. The regular messages carry out regular communi-
cation and the rekey messages are used for updating and
distributing the various keys.

There is an overall key<,, which is known to all
clients as well as the server. There is a group key for each
group. We usd(; and K, to represent the two group keys.
Each client also possesses a private key. We will kige
K4, K5, and K; to represent the private keys of the four
clients, respectively. The server knows all the keys. The
following table shows the keys each client knows.

| client | keys |
C1 | Ko, K1, K3
Cy | Ko, K1, Ky
C3 | Ko, K3, K5
Cy | Ko, K2, Kg

In normal communication, the server encrypts the reg-
ular messages with the overall ké§ and broadcasts the
encrypted messages to all the clients (as well as to all by-
standers). Since only the clients are assumed to have the
key Ky, only the clients can decrypt the messages.

New clients may join the group. Similarly, current
clients may leave the group. This protocol is concerned
with updating and distributing the keys when clients join
or leave the groups. We will use examples to explain the
process of joining and leaving a group.

When a client leaves the group, the server needs to
change all the keys the leaving client knows and broadcasts
the new keys (of course, in the encrypted form) to other
clients. The change is necessary in order to prevent the
leaving client from eavesdropping future communications.

we can check that the sender and the receiver can exchange The messages carrying the new keys are calledakey
messages securely. Second, in case the bystander manages messages

to know the message, which means that something not dis-
cussed in the above analysis goes wrong, we could discover
the potential leakages by studying all the formuliae, (as-
sumptions) that are used in the proof of the C2 formula
above.

First suppose the clied, leaves the group. The keys
Ky, K5 and K¢ become obsolete. The server generates
new keysN, and N, to replace the obsolete key§ and
K, respectively. The rekey message is made up of the
new key N, appended with the result f; encrypted with



K5. The rekey message is then encrypted viithand then

is broadcast to clients in the first grouipe( C; andC5).

The rekey message is also encrypted with and is then
sent to clients in the second groupe(, Cs. Note that, in
general, there might be other clients in the second group.)
Vice versa for all other groups, if they exist.

Al public([No, [Na2]k,] K, )-
A2 public([No, [Na]k,) ks )-

Suppose that after, left the group, a new clienb,
joins the group. The server placés, in the same group
asCs. The server generates a new ki¥y and passed/s
to client D4 through a separeate, secure channel (say, over
the telephone or by a registered postal mail). Later, the
server encrypts the overall key, and the group kew,
with key Ny and sends the encrypted keysidg over the
open channel.

A3 public([No, NQ]N@)-

Finally suppose that the clieidf, leaves the group.
The keysNy, K1, and K, become obsolete. The server
generates new key#, and P; to replace N, and K71,
respectively. The server composes a rekey message by
prepending the new ke¥, to the result of encrypting the
new keyP; with the old keyK;. The server encrypts the
rekey message witlV, and broadcasts the final result, over
the open channel, to the clients in the second groap s
and D,). The server also needs to encrypt the rekey mes-
sage with keyK3 and broadcasts the result to the clients in
the first groupite. C1). Vice versa for all other groups, if
they exist.

A4 public([Pm [Pl}Kl]Nz)-
A5 public([Py, [P1]k, ] Ks)-

Everything looks fine at this moment because it seems
that the two clients who left the group—clieat, (hav-
ing the keysK, Ny, K1, and K,) and clientC4 (having
the keysK), K2, and Kg)—cannot not decrypt any future
communications among the group members. However, this
is just an illusion.

It is true that neitheiCy nor C, alone can decrypt
future group communications. However, because the rekey
messagéNy, [N2] k., |k, is transmitted over the open chan-
nel, it is assumed that everybody, includifigandC,, can
read and record (but not necessarily decrypt) the rekey mes-
sage. Sinc€’; has the key; andCy has the keyk,, the
clientsCy, andC, are able to know the kelys if they col-
laborate

Furthermore, since the messade, [P ]k, |n, IS also
transmitted over the open channel, the cliefitsand C
are able to grasp the ke, with the key N,. Once they
have the keyP,, they are able to eavesdrop to all future
group communications. Here we have discovered a defect
in the security protocol.

The above protocol is a simplified version of a draft
protocol studied in a previous research project. With ad-
ditional mechanisms, the original protocol is able to create
new groups and merge existing groups. For our discussion
here, we can concentrate on the simplified protocol.

The logic approach is able to help the protocol de-
signers to clarify potential defects in the protocol. For the
above simplified protocol and the above scenario, we first
decide that there are six participants (the server, the four
clients, and the bystander) in the protocol. Since the server
always knows all the keys, it is not necessary to include
him in our logical framework. We use five constant sym-
bols to represent the four client§'{, C», C5, andC}) and
the bystander®). The initial knowledge of the clients are
represented by the following formulae:

A6 knows(Cy, Ky).
A7 knows(Cy, Ky).
A8 knows(Cy, K3).
A9 knows(Cy, Ky).
A0 Eknows(Ca, K1).
All knows(Cs, Ky).
Al12 knows(Cs, Ky).

(
(
(
A13 knows(Cs,
(
(
(
(

=

2)-

)

)

)

)
Al4 knows(Cs, Ks).
)
)
)

=

Al5 Eknows(Cy, Kp).
Al16 knows(Cy, K>).
Al7 knows(Cy, Kg).

When clientC, leaves the group, two new constant
symbols (Vg and N,) are introduced that represent the new
keys. The following two formulae will be added to the
framework that represent the conditions that should be sat-
isfied. If later it is found that the conditions are not satis-
fied, the protocol must be defective. The formulae Al and
A2, also added to the framework, state that the encrypted
messages transmitted over the open channel are made pub-
lic.

Al18 —knows(Cy, Ny).
A19 —knows(Cy, Na).

Furthermore, when a client leaves a group, it is safe
(though pessimistic) to assume that his knowledge becomes
public.

A20 public(Ky).
A21 public(K3).
A22 public(Kg).



When a new client joins a group, a new symligj
representing the new client and a new symbligkepresent-
ing the new private key foD, are created. The following
formulae are added to the framework:

A23 knows(Dy, Ng).
A24 publzc([No, N2]N5)-

When clientC, leaves the group, two new constant
symbols {, and P;) are introduced in the framework that
represent the new overall key and the new group key. The
following two formulae will be added to the framework that
represent the conditions that should be satisfied. If later it
is found that the conditions are not satisfied, the protocol
must be defective.

A25 —knows(Cy, Py).
A26 —knows(Cq, Py).

Similarly, when a client leaves a group, it is safe
(though pessimistic) to assume that his knowledge becomes
public.

A27 public(Kyp).
A28 public(K1).
A29 public(Ky).
A30 public(Np).

We also need additional formulae that defines the
predicatepublic and the decryption capability. This pro-
tocol is assumed to make use of a symmetric encryption
algorithm.

A31 V(x)V(m)[public(m) — knows(z, m)].
(

A32 V(x)V(m)V(k)[knows(z,{m}r) A knows(x, k) —
knows(x,m)].

A33 V(z)¥(m)V(k

—knows(x, m

}[knows(x, {m}r)A—knows(z, k) —

[—knows(x,{m}) —

I

Based on the above formulae Al through A34, we can
discover that the above formulae are inconsistent—we may
derive both—knows(Cs, Py) andknows(Cq, Fo).

A34 Y(z)V(m)V(k
—knows(z, m

4.1 Summary of our approach

In this subsection, we briefly review our testing approach.
To evaluate a protocol-analysis method, we first need to
establish a security criteria of a protocol. For the protocol
in Section 4, we adopt the following security criteria:

1. A bystander cannot read any message unless he is au-
thorized.

2. A patrticipant is able to read only the messages that he
is entitled to.

3. The member who leaves the group is not able to know
any future messages that he is not entitled to.

4. The member who joins the group is not able to know
any previous messages that he is not entitled to.

These criteria are translated into logic formulae later.

Given a security protocol, we identify the roles in-
volved in the protocol. There are two types of roles: the
participants (such as senders, receivers, and servers) and
the bystanders.

Then we list the initial key distribution—who knows
what keys initially—as logic formulae. We assume that the
initial keys are distributed over a secure channel.

For each network activity according to the protocol,
new keys may be generated. They are represented as new
constant symbols.

When a new participant joins the group, a new con-
stant symbol is created to represent the new participant.
When a patrticipant retires from the communication group,
we assume that his knowledge (primarily all the keys he
knows) becomes public immediately.

When a message passes through the open channel,
that message is also made public.

For the protocol in Section 4, new keys are generated
and old keys become obsolete as time goes by. We generate
atraceof the activities on the network that is relevant to the
protocol under investigation. Sometimes, there are only a
small number of traces; in other cases, there could be many
or infinite traces. For each trace, we simulate the activi-
ties, generate new constant symbols and new formulae and
check the consistency of the all the formulae at every stage.

A weakness of the above analysis method is that the
analyzer needs to discover a scenario that shows the exis-
tence of a defect. However, with an appropriate protocol
simulator, this weakness can be somehow alleviated.

Note that the constant symbols and formulae that are
introduced into the logic framework when a client joins or
leaves the community can be generaetbmaticallywith
a protocol simulator. In addition, the traces (that is, the se-
guences of the leaving and joining activities) can also be
generated automatically. What we need is a tool that can
translate a protocol specification into a program that simu-
lates the protocol activities.

5 Conclusion

In this paper, we use three examples to illustrate a new,
general approach to the verification and testing of security
protocols. Our approach is based on logic inference.

For the verification and testing of security protocols,
we usually make the worst assumptions, such as

1. All the bystanders collaborate.



2. All the bystanders and all participants are constantly
listening and recording all the communication traffic.

3. Anyone who left the group will immediately leak all
the secrets he knew.

These worst assumptions are reasonable in that a se-
curity protocol is expected to withstand the fiercest attacks.

Because different security protocols are designed for
different security objectives, it is impossible to set up
generic security criteria for all security protocols. For ex-
ample, the deniable ring authentication protocols [15], in-
tentionally leak secrets. However, their objectives are to
hide the message issuer or the message authenticator. We
have to set up the security criteria for individual protocols
separately.

From the point of view of protocol verification, there
are two kinds of security protocols: static one and dynamic
ones. The static protocols, such as those in the first and
second examples, can berifiedin a logically complete
way. On the other hand, the dynamic protocols, such as the
one in the third example, can only bestedby inventing
problematic traces. For the dynamic protocols, exhausted
testing is usually beyond the question. This situation is a
little similar to software testing: Simple programs might
be verified [16]; more complex programs can only be se-
lectively tested [17].
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